b=

Performing a Break-Mirror Operation Using
Lifecycle Controller

This Dell Technical White Paper provides the procedure to perform Break-Mirror
operation using Lifecycle Controller on the 12th Generation servers and later of
Dell.

Dell Engineering
November 2013

Aruna Jayaprakash
Balaji K

Bala Gupta

Vinod P S

Sheshadri P.R. Rao

A Dell Technical White Paper



Revisions

Date Description

Nov 2013 Initial release

THIS WHITE PAPER IS FOR INFORMATIONAL PURPOSES ONLY, AND MAY CONTAIN TYPOGRAPHICAL ERRORS AND
TECHNICAL INACCURACIES. THE CONTENT IS PROVIDED AS IS, WITHOUT EXPRESS OR IMPLIED WARRANTIES OF
ANY KIND.

© 2013 Dell Inc. All rights reserved. Reproduction of this material in any manner whatsoever without the express
written permission of Dell Inc. is strictly forbidden. For more information, contact Dell.

Dell, the DELL logo, and the DELL badge are trademarks of Dell Inc. Symantec, NetBackup, and Backup Exec are
trademarks of Symantec Corporation in the U.S. and other countries. Microsoft, Windows, and Windows Server are
registered trademarks of Microsoft Corporation in the United States and/or other countries. Other trademarks and
trade names may be used in this document to refer to either the entities claiming the marks and names or their
products. Dell disclaims any proprietary interest in the marks and names of others.

Trademarks used in this text:

Dell™, the Dell logo, Dell Boomi™, Dell Precision™ ,OptiPlex™, Latitude™, PowerEdge™, PowerVault™,
PowerConnect™, OpenManage™, EqualLogic™, Compellent™, KACE™, FlexAddress™, Forcel0™ and Vostro™ are
trademarks of Dell Inc. Other Dell trademarks may be used in this document. Cisco Nexus®, Cisco MDS®, Cisco NX-
0S®, and other Cisco Catalyst® are registered trademarks of Cisco System Inc. EMC VNX®, and EMC Unisphere® are
registered trademarks of EMC Corporation. Intel®, Pentium®, Xeon®, Core® and Celeron® are registered trademarks of
Intel Corporation in the U.S. and other countries. AMD® is a registered trademark and AMD Opteron™, AMD
Phenom™ and AMD Sempron™ are trademarks of Advanced Micro Devices, Inc. Microsoft®, Windows®, Windows
Server®, Internet Explorer®, MS-DOS®, Windows Vista® and Active Directory® are either trademarks or registered
trademarks of Microsoft Corporation in the United States and/or other countries. Red Hat® and Red Hat® Enterprise
Linux® are registered trademarks of Red Hat, Inc. in the United States and/or other countries. Novell® and SUSE® are
registered trademarks of Novell Inc. in the United States and other countries. Oracle® is a registered trademark of
Oracle Corporation and/or its affiliates. Citrix®, Xen®, XenServer® and XenMotion® are either registered trademarks or
trademarks of Citrix Systems, Inc. in the United States and/or other countries. VMware®, Virtual SMP®, vMotion®,

2 Performing a Break-Mirror Operation Using Lifecycle Controller



vCenter® and vSphere® are registered trademarks or trademarks of VMware, Inc. in the United States or other
countries. IBM® is a registered trademark of International Business Machines Corporation. Broadcom® and
NetXtreme® are registered trademarks of Broadcom Corporation. Qlogic is a registered trademark of QLogic
Corporation. Other trademarks and trade names may be used in this document to refer to either the entities claiming
the marks and/or names or their products and are the property of their respective owners. Dell disclaims proprietary
interest in the marks and names of others.

3 Performing a Break-Mirror Operation Using Lifecycle Controller



Contents

REVISIONS ..ttt btk bt e b€ h £t E b E L bR bbbttt 2
EXECUTIVE SUMIMIGIY ..ottt ettt ettt ettt e h e et et ekt et e et e e e bt e e s e e e e 2 e h e e e es e oA e e e Rt eeeaeee et es e et enteee b eneeee st eneeas 5
TaTugeTe [V TaruTe] o BSOSO SRS SO UR P SOPRPPRT 5
Performing Break-Mirror Operation Using LIfeCycle CONtIrOLEr........cccoiiiiiiii e 6
P O R GUISITES. ...ttt ettt ettt o2ttt ettt ettt o1ttt ettt et et et et e ettt eete et e ettt et e ete e 14

4 Performing a Break-Mirror Operation Using Lifecycle Controller



Executive Summary

This whitepaper provides the procedure to perform Break-Mirror operation using Lifecycle Controller on
the 12th generation servers and later of Dell.

Introduction

Break-Mirror is a feature in the Lifecycle Controller of the 12th generation servers and later of Dell that is
used to replicate the data from one server to another by safely breaking or isolating a RAID1 virtual disk.
This feature enables easy operation by providing an intuitive, user-friendly graphical user interface (GUI).

Lifecycle Controller | Unified Server Configurater Help | About | Exit

Hardware Configuration: Configuration Wizards

Break Mirror

The table displays the controllers and the attached physical disks containing RAID-1 virtual disks. Select the wirtual disks to break mirror.

Selected Controller Virtual Disk Attributes

Contraller “irtual Disks Size (GB) Physical Diisk
W FPERC HMO Adapter(Slot:1) WirtuaDish 465.00 Physical Disk 0:1:2
Physical Dislc 0:1:3

A the break rrirror operation is successful on any pair of physical disks, systern shuts down,

Figure 1l The Break-Mirror Page
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Performing Break-Mirror Operation Using Lifecycle Controller

1. To start Lifecycle Controller, press <F10> during POST.
2. Inthe left pane, click Hardware Configuration.

Lifecycle Controller | Unified Server Configurator

Lifecycle Log

Firmware Update

[HEECYCIE:CONTIREO luls

Hardware Configuration
Sty sl REL

0S8 Deployment
Platform Restore
Hardware Diagnostics
Settings

System Setup

Figure 2  Lifecycle Controller Home page
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3. In the left pane, click Hardware Configuration, and then click Configuration Wizards.

Lifecycle Controller | Unified Server Configurator

ok Hardware Configuration

Lifecycle Log

IUse Configuration YWizards to set up systemn and storage devices (for example, RAID, DRAC, Encryption, and
50 ony. Use the Hardware Inventory wizards to views or export Current and Factory Shipped inventory, Use
Hardware Configuration Delete Configuration and Reset Diefaults to delete the Lifecycle Controller configuration and restore the
systemn to factory defallts.

Firmware Update

0S Deployment

e Configuration \Wizards

Hardware Diaghostics

Hardrare Inventory

Settings

Delete Configuration and Reset Defaults

System Setup

” The Hardwiare Inventory feature is disabled if the DRAC frmiware is not updated to the supported
wersion, For supported DRAC wersion for current wersion of Lifecyde Controler, see Lifecycle Controler
Readme.

Figure 3 Hardware Configuration
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4. On the Hardware Configuration: Configuration Wizards page, click Break Mirror.

Lifecycle Controller | Unified Server Configurator

Hardware Configuration: Configuration Wizards
System Configuration Wizards

LCD Panel Security
DRAC Settings

Systemn Time and Date Configuration

wFlash S0 Card Configuration

0 Some links may be disabled if the wFlash S0 card is absent or disabled.

Storage Configuration Wizards

RAID Configuration

Key Encryption

Ereal: Mirror

Figure 4 Configuration Wizards
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5.  On the Break Mirror page, a list of all the virtual disks that are RAID1 break-mirror—capable is
displayed. In the Controller column, select the option corresponding to the virtual disk on which
you want to apply the break-mirror feature, and then click Finish.

Lifecycle Controller | Unified Server Configurator

Hardware Configuration: Configuration Wizards
Break Mirror

The table displays the controllers and the attached physical disks containing RAID-1 virtual disks. Select the wirtual disks to breal< mirror.

Selected Controller Virtual Disk Attributes

Controler Wirtual Disks Size (GE) Fhysical Dish
¥ PERC HT0 Adapter(Slot:1) YirtualDisk1 465.00 Fhysical Disk 0:1:2
Phyysical Disk 0:13

y ! I the break mirror operation is successful on ary pair of physical disks, systern shuts doiwn,

Cancel

Figure 5 Break Mirror
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After the break-mirror operation is successfully completed, a message is displayed to indicate that the
server will be automatically turned off.

6. Click Yes.

Lifecycle Controller | Unified Server Configurator Help | About | Exit

Hardware Configuration: Configuration Wizards

Break Mirror

The table displays the controllers and . Bks to break mirror.
Warning

Selected Controller Virtual Disk Af /gy Break Miror

If the break mirror operation is successful on any pair of
physical disks, system shuts down,
Do you want to proceed with this operation?

Controller
v FERZ HMD Adapter[Slot:h

ysical Disk
nysical Disk 012
nysical Disk 0:1:3

Yes | Mo

y ! \, If the break rrirror operation is sLccessful o any pair of phiysical disks, systern shuts down.

N TR

Figure 6 Break Mirror Confirmation

The break-mirror operation is completed successfully, and the LEDs corresponding to the HDDs start
blinking.
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7. Click Shut down.
8. Wait for the server to automatically turn off, remove the HDDs, and then turn on the server.

Lifecycle Controller | Unified Server Configurator Help | About | Exit

Hardware Configuration: Configuration Wizards

Break Mirror

The table displays the controllers and the attached physical disks containing RAID-1 virtual disks. Select the virtual disks to break mirrar,

Selected Controller Virtual Disk Attributes i —
Break Mirror Oper

Controler Yirtual Disky S - Fhiysical Disk
M PERC HF10 Adapter(Siotl)  VirtuaDisk] ﬁ foan VIror Physical Disk 012
PERC HT10 Adapter(Slot:1: Fhysical Disk 0113

Fhrysical Digk 0012 @ Physical Disk
013 ¢ Successiul.

y ! y, If the break mirror operation is successful on any pair of physical disks, systern shuts down.

EZE TN

Figure 7 Break Mirror Confirmation
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When you restart the server, Power-On-Self-Test (POST) indicates the status (of those virtual disks on
which the break-mirror operation was performed) as Degraded Virtual Disk. The broken virtual disks are
identified as Degraded.

System Memory Size: 2.0 GB, System Memory Speed: 1333 MHz, Uoltage: 1.35V

Dell Serial ATA AHCI BIDS Version 1.0.2
Copyright (c) 1988-201Z2 Dell Inc.
Port E: PLDS DUD-ROM DH-16D6SH

Initializing Intel(R) Boot Agent GE vw1.4.03
PXE 2.1 Build 891 (WfM Z2.0)

PowerEdge Expandable RAID Controller BIDS
Copyright(c) 2011 LSI Corporation

Press {Ctrl><R> to Run Configuration Utility
HA -0 (Bus 1 Dev 0) PERC H710 Adapter

FW package: 21.1.0-0007

Foreign configuration(s) found on adapter
Press any key to continue or 'C’ load the configuration utilitu,

or 'F’ to import foreign configuration(s) and continue.

1 Uirtual Drive(s) found on the host adapter.
1 Uirtual Drive(s) Degraded

1 Uirtual Drive(s) handled by BIOS

Figure 8 Degraded Virtual Disk
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On the Raid Configuration page of Lifecycle Controller, these virtual disks are indicated as Degraded (in
the State column).

Lifecycle Controller | Unified Server Configurator Help | About | Exit

Ylew RAIDISelect Controller Configuration Wizards: RAID Configuration

Step 1 of 5 View Current RAID Configuration and Select Controller

Select the RAID controller to wiew its current configuration. To delete the existing virtual disks and create a
newy wirtual disk, click MNext.

@ [PERC HI0 Adapter in Slot 1({Security Capable)|

Selected Controller Virtual Disk Attributes

Wirtual Disks RAID Lewval Size (GB) State Seclre T Pl Capabiity
WirtualDisk RAID 45500 Degraded Mo [ils]

Figure 9 Degraded Virtual Disk in LC Ul
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Pre-requisites

1. Break-Mirror operation can be performed only on RAID1 virtual disks.
2. System must have atleast one RAID1 virtual disk to enable the Break-Mirror feature.

Lifecycle Controller | Unified Server Configurator Help | About | Exit

View RAIDISelect Controller | canfiguration Wizards: RAID Configuration

Step 1 of & View Current RAID Configuration and Select Controller

Ie At tes Select the RAID controller to views its current configuration. To delete the existing virtual disks and create a
new wirtual disk, click Next,

@ [FERC HT0 Adapter in Shot 1{Security Capable)|

Selected Controller Virtual Disk Attributes

Wirtual Disks RAID Lewel Size (GB) State Secure T Fl Capatiity
YO-RAIDO RADO 93050 Cniine Mo [so

Figure 10 Break-Mirror Disabled-1

Warning

Break Mirror

The system has no supported
controlers or RAD-1 virtual disks

Figure 11 Break-Mirror Disabled-2
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Notes:

e The time required to complete a Break-Mirror operation varies on the basis of number of virtual
disk(s) selected for the Break Mirror operation.

e A Break-Mirror operation is not allowed when the initialization of virtual disk is in progress in the
back-end. The Time required to complete the Background initialization process varies on the
basis of size of the virtual disk.

o |f the memory capacity of the virtual disk is higher, then longer duration is required to complete
the background initialization of the virtual disk.

@ Break Mirror

PERC HT710 Adapter:
Fhysical Dske 0:4 : Physical Diske 025 2 Unable to perform
break mirror operation as the virtual disks are not ready.

oK

Figure 12 An Unsuccessfully Completed Break-Mirror Operation
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